START 




Organizing entity creates 
list for semi-private peer 
network(s) (according to 

criteria) comprising 
TCP/IP addresses (and 
optionally TCP port 
identifiers and/or 
encrypted or otherwise 
obfixscated key(s)) 



Provide list to semi- 
private network 

members' semi-private 310 

peer network 
applications 





Encrypted or otherwise 

obftiscated key(s) 
imbedded in one or more 
connection packets sent 
by connecting member 
node 
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Semi -private peer network 
application of cormecting 
member node connects 
with TCP/IP address 
corresponding to member 
nodes in the list by 
sending connection 
packet(s) 



FIG. 3(a) 
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Member peer node receiving 
the connection packet(s) 
attempts to decrypt or 
de-obfuscate key(s) in 
connection packet(s) 




Connection established by 
the receiving member 
peer node sending 
acknowledgment packet(s) 



TCP/IP address of the 
receiving member peer node 
added to list of "active" 
member peer nodes 
associated with connecting 
member peer node 



FIG. 3(b) 



Connecting member peer 
node limits, as required, 

connections to member peer 
nodes depending on the 
further semi-private peer 

network connections of those 
member peer nodes 



Traffic flows among 
connecting member peer 
node and the connected 

member peer nodes 



FIG. 3(c) 
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Provide criteria to bridging agent for 
spanning semi-private peer or other 
networks and for determining if queries 
and/or requests from a semi-private peer 

or other network sufficiently overlaps 
with or is relevant to the subject matter 
or interest of another semi-private peer 

or other network such that the queries 
and/or requests are inserted into that 
other semi-private peer or other network 



Provide permissions to 
bridging agent to access 
spanned semi-private 
peer or other networks 



Determine semi-private 
peer or other networks to 
span according to criteria 



Bridging agent monitors 

traffic of all or some 
spanned semi-private peer 
or other networks for 
queries and/or requests 




YES 



Determine if detected 
queries and/or requests 
match criteria for inserting 
queries and/or requests into 
another semi-private peer 
or other network 




YES 



hisert queries and/or requests 
into other semi-private peer or 
other network by, for example, 
injecting associated packet into 

other semi-private or other 
network with hop coxmter reset 

or creating new associated 
packet for circulation in other 
semi-private peer or other 
network 



FIG. 4(b) 



© 




Inserted queries and/or 
requests circulate in other 
semi-private peer or other 
network and may be directly 
or indirectly responded to by 
nodes in the other semi- 
private or other network 




FIG. 4(c) 



